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Abstract: 
 
This text defines criteria that are substantial for Intrusion Detection Systems to be 
chosen for enterprise-wide deployment. 
It is supposed to be used for planning and evaluation purposes and could also be 
used as a list of questions that you should ask your IDS vendor. 
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DISCLAIMER: 
THIS TEXT MAY BE COPIED AND DISTRIBUTED FOR EDUCATIONAL 
AND NON- COMMERCIAL PURPOSES ONLY. 
ANY ALTERATION THAT IS NOT EXPLICITLY ALLOWED BY THE 
AUTHOR IS STRICTLY PROHIBITED. THE AUTHOR IS BY NO MEANS 
RESPONSIBLE FOR ANY DAMAGE OR LOSS OF PROFIT THAT MIGHT 
OCCUR BY FOLLOWING THE RECOMMENDATIONS OF THIS 
DOCUMENT. 
 
 
If you have questions or suggestions please contact me via email: 
counter.spy@gmx.de 
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1. Introduction 
 
The text was developed within the scope of a pilot project for IDS deployment 
within the network of a worldwide operating company. The project proceeded in 
three basic steps: 
 
1.)  All available information about capabilities of modern Intrusion Detection 

Systems was gathered, which resulted in a list of features and requirements 
without any special order of priorities or practical aspects.  

 
2.) Three widely used Intrusion Detection Systems were evaluated in a testing 

environment. The tests comprised general installation issues, ease of 
management and configuration, presentation of events, and help on 
interpreting those events. 
These tests were by no means a benchmark, but a test on how the systems 
would be manageable within a large network with limited personnel resources, 
e.g. if the underlying architecture fulfills certain criterial, what management 
features are provided etc. 
Security of the IDS components themselves also was an important issue. 

 
3.) An IDS was placed outside a productive internet firewall in order to collect 

real-life data and to evaluate how many false positives occur and how those 
can be identified and reduced. 

 
One of the results of these efforts is this criteria catalog, which is ordered by 
priorities. 
 
Note: To my knowledge, no system currently exists that fulfils all the criteria -  
not even those criteria that are considered compulsory.  
Now you could argue: what good is a “must criterion”  that is not fulfilled by any 
system?  
The answer is: I have tried to find out what capabilities and features are most 
important for enterprise-wide deployment, not what is currently provided by the 
systems.  
In my opinion, the criteria in this text do reflect the practical needs of those who 
will have to work with ID Systems everyday efficiently, and effectively. 
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2. System 
 
The aim of the paper is to compile relevant criteria and features and to group those 
criteria. You can use this catalog for vendor questionnaires and for your own 
evaluations. The concept is supposed to apply to most larger and medium-size 
companies who plan to deploy IDSs.  
 
The criteria are structured as follows:  

  
2.1. Functionality 
 
·   Installation, configuration, management  

o  Ease of installation  
o  Quality of the user interface (lucidity, intuitiveness)  
o  Scalability  
o  Updating capabilities, update automation  
o  Customization ( policies, signatures)  
o  Help/support 

  
·   Detection technology 

o  Methods of attack detection and breadth of attack detection 
o  Performance (i.e. speed, dropping no packets)  
o  Accuracy (i.e. few “ false positives”  and even fewer  “ false negatives”)  

  
·   Intrusion Response, reporting and forensic analysis  

o Countermeasures 
o Reporting and event presentation 
o Event correlation, aid at analyzing events 
 

·   Security 
o Method of authentication and communication between the various IDS 

components. 
o Resistance against attacks that are aimed at the IDS itself, e.g. 

flooding, DoS and others.  
o Stealth, i.e. providing potential hackers with as little information as 

possible 
  

2.2. Level of importance  
  
·   Must Cr iter ia:   Attributes or features that are compulsory. 
  
·   Shall Cr iter ia:   Attributes or features that are considered important and thus 

are decisive for the choice of a certain IDS product 
(differentiators). 

 
·   Should Cr iter ia:  Attributes or features that are more than nice to have, but are 

not necessarily decisive in order to be chosen. 
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Evaluation of IDS products has to take into account the purpose of the product, 
i.e. some products have been designed to secure large corporate networks in their 
entirety, some have been designed for smaller networks or as complementary 
devices for an existing security infrastructure.  This criteria catalog describes the 
requirements for an enterprise-wide scaling product. 
 
References: Footnotes in brackets, such as [Graham01] indicate where additional 
information can be obtained. The references can be found in the section “ IDS 
Literature” . 

 
Technical Terms: 

·  An event or incident is an occurrence on the network that is assumed to 
be relevant. 

·  Host Agents or Host Intrusion Detection Systems monitor system 
logfiles, file integrity and sometimes also include kernel-level protection 
(system- and API call surveillance). 

·  Network Node IDSs (NNIDS), sometimes also called stack based IDSs 
monitor all the data packets that are sent to the host they reside on and 
those packets that are transmitted by that host. Thus NNIDS are also 
host based IDSs. 

·  Network IDSs (NIDS) monitor the network segments which they are 
connected to in promiscuous mode, i.e. all packets on the wire are 
analyzed. 

·  Inline IDSs (IIDSs) forward packets after having analyzed the packets 
for intrusions. Those systems are sometimes also referred to as Gateway 
IDS (GIDS). 

·  A demilitarized zone (DMZ) is the place where your public servers and 
proxies should be located. Access to the servers in that zone is secured 
by firewalls, both from the internet and the internal LAN. Access from 
the internet to the DMZ servers is not as restricted as access from the 
internet to the internal LAN in general. 

·  A signature is a unique data-pattern that can be used to identify an 
attack. 
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2.3. Definition of a generic concept for enterprise-wide IDS 
deployment 
 
The following part suggests a general concept as a starting point for medium and 
big size enterprises. This concept defines short-term, mid-term and long-term 
deployment of IDSs. 
 
It is assumed that a security policy identifying and prioritizing network assets and  
their relative business impact has already been defined.1 
 
To know what you actually want to achieve with IDS, in terms of required scope 
of deployment and system scalability, is vital for choosing the right system. 
E.g. you should know if you only want to monitor public servers, internal servers 
or also clients. Although clients are not mentioned in the concept, there are 
tendencies in the market to include client surveillance in an enterprise-wide IDS 
concept for complete coverage. 
 
The author assumes that every medium sized network and certainly every large 
network has a two- or more-staged firewall system with one or more DMZs for 
public servers and proxies. 

 

                                                 
1 See Common Criteria according to  ISO/IEC 15408 
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2.3.1. Short-term deployment 
·  Deployment of a network IDS (NIDS) outside the perimeter-firewall as 

an attack detector (early warning system). 
·  Deployment of a NIDS inside the perimeter-firewall for detecting 

attacks that pass the firewall (i.e. for the main purpose of any IDS – 
detecting intrusions) 

·  Deployment of HIDS agents and/or stack based Host IDSs (NNIDSs) on  
DMZ servers and on servers with highest security demands, e.g. e-
commerce backends. 

 

2.3.2. Mid-term deployment 
·  NIDS surveillance of all other points where data leave or enter the 

borders of the corporate sovereign territory, i.e. where subsidiaries and 
parts of the corporate LAN are connected via leased lines or where dial 
up services provide remote access (e.g. RAS).  

·  NIDS and HIDS deployment on internal servers with high security 
demands, e.g. Enterprise Resource Planning (ERP) systems and other 
important servers. 

 

2.3.3. Long-term deployment 
·  HIDS/NNIDS agents on all server systems which are vital for corporate 

communication and access to corporate data, e.g. MS Exchange servers, 
domain controllers, file servers and data-warehouses. 

·  NIDS surveillance at core switches for maximum coverage at reasonable 
cost. 

 
 

Of course this is only a rough concept and the long-term deployment goal will be 
costly to achieve. But security needs continuity, thus it is important, that an 
enterprise gets the chance to back the right horse, so that a system is scalable for 
future requirements and that an architecture be implemented that is not necessarily 
thrown overboard if the IDS company is acquiered by another -  a goal that seems 
nearly impossible to achieve right now, if we are taking into account the recent 
consolidation activities in the market. An IDS has to provide the flexibility needed 
in an ever growing and changing environment. There is no end state for deploying 
IDS. In a corporate security enhancement process, systems have to be adapted and 
modified continually to reflect network growth and changes. 

 
It should be further taken into account, that the impact of vulnerabilities due to 
product-specific weaknesses (e.g. software bugs) can be lessened by deployment 
of complementary systems that employ a different technology and/or originate 
from a different provider/vendor.   

 
Therefore, combined deployment of a company-wide-scaling, easy-to-manage 
product with another product of lower price is strongly recommended.  
For the complementary solution an open source variant is recommended. 
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Enterprise-wide scaling products should actually provide the interfaces for 
integration of third party IDSs in the architecture. Some products already include 
such features, but due to the lack of de-facto standards for IDS data-exchange 
(IETF/IDWG2 is working on it), those capabilities are very basic.   
In certain circumstances, a third party solution which can manage IDSs of 
multiple vendors may be worthy of consideration. 

 
For a company-wide scaling product product, a multi-tiered architecture is 
assumed, that at least comprises three tiers - sensor tier, proxy tier and 
management tier. The system should be modular and flexible, so that the user is 
able to decide in which direction connections shall be initiated. This is important 
when considering outsourcing the IDS management to a managed security 
provider (MSP) without granting the provider access thru firewalls. 

 
Complementary products will not have to fulfill all of those criteria, but they can 
of course also be evaluated accordingly.  

 
 

                                                 
2 Intrusion Detection Working Group 
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3. Criteria Definitions 
 
The conceptual criteria have already been addressed above, here we list the 
detailed technical criteria. 

 
3.1. Criteria for Installation, Configuration and Management 

3.1.1. Must Criteria 
·  An intuitive graphical user interface (GUI) is required 
·  Automated installation routines for all core-components must be 

provided for all supported platforms. This means also that all additional 
software that is required in order to get the system up and running must 
be provided by the installation medium itself or be part of the standard 
distribution of the supported platform. It is undesirable for the 
administrator to gather dozens of modules from various websites, 
checking version dependencies, before he is able to install the system 
and get it running.  This is undesirable from the maintenance standpoint, 
as well. 

·  Centralized reinstallation, configuration and updating must be possible. 
In a distributed network, an IDS administrator cannot physically access 
each sensor and server, and he probably does not have administrative 
terminal access to all servers. Thus, most management operations must 
be able to be executed via a central IDS management console. 

·  Free definition of security policies and alert filters is necessary, as well 
as the existence of predefined policies which can be easily customized. 

o A policy defines what is allowed and what is not (services, ip 
addresses etc.) 

o An alert filter is used in order to exclude certain events from 
being displayed. That does not mean these events are not being 
detected any more, it merely means their display is quieted. 
Events that are being filtered on one console could be 
displayed on another console or be stored somewhere else. 

·  It must be possible to define custom signatures. For this feature the 
following minimum requirements should be fulfilled: 

o Definition of source- and destination- IP addresses or address 
ranges must be possible 

o Definition of TCP/UDP source- and destination- ports and 
ICMP type/code 

o Definition of any combination of IP header flags and options 
o Definition of any combination of TCP header flags and options 
o Definition of the payload data that shall be searched (hex or 

ascii) 
o Definition of the starting point for the payload search (offset) 

and the search depth 
·  Alerts, header data and payload data must be automatically stored in a 

central event database.   
·  The system should support multiple management consoles for splitting 

or grouping tasks between multiple analysts and for redundancy. 
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·  A hierarchical design to the architecture is necessary to provide the 
scalability and growth that is required in an enterprise environment. 

 

 3.1.2. Shall Criteria 
·  HIDS shall provide means for predefinition of the setup and 

configuration options, so that an unattended setup is possible  (It is 
extremely desirable to have an installation process where the software 
may be installed on all servers as part of a server build or ghost image, 
but the software activation be licensed.). Distribution and de-installation 
of HIDS are apt to happen more frequently than for NIDS. The IDS 
customer should keep flexibility on where to deploy HIDS, so the 
licensing shall also take this into account. Limiting licence keys to single 
hostnames or IP addresses is not suitable for IDS deployment in an 
environment that grows and changes dynamically as happens in real-life. 

·  Automated download of signatures and software updates from the 
vendors website shall be an option that is integrated into the 
management GUI. 

·  Definition of policy groups or security domains shall be possible. 
·  Distribution of signature libraries and policies shall be possible on a per 

host basis, as well as on a per group basis, so that the group signatures 
and policies do not have to be pushed to each sensor individually. 

·  Storage of event data in a database shall be tiered for optimized 
performance and to economize on storage volume. Therefore the system 
shall store full packet information for a predefined time and then remove 
the data from the event database and store only the following, reduced 
information in another database: 

o Date and time 
o Event name 
o Protocol (TCP/UDP/ICMP…) 
o Source IP / destination IP 
o Source ports and destination ports or ICMP type and code 

·  The management GUI shall include tools and functions for database 
administration and maintenance, so that no database specialist is 
necessary and the IDS analyst is able to concentrate on the job instead of 
archiving data manually. 

·  The HIDS and NNIDS agents shall be available for most operating 
systems: 

o MS Windows 2000 Server / Advanced Server, NT 4, XP, 
.NET Server 

o Linux (RedHat, Debian, SuSE etc) 
o *BSD 
o Sun Solaris 
o HP-UX 
o IBM-AIX, VAX-VMS, True64… 

·  Easy generation and maintenance of private and public keys or 
certificates for authentication purposes shall be provided. 
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3.1.3. Should Criteria 
·  Control of all components thru a command line interface is desirable, 

even if the main interface for management is the GUI. Some frequently 
repeated tasks can be done more efficiently from the shell or be 
automated via cronjobs and scripts. 

·  Integration of an additional vulnerability assessment tool or tools for 
event correlation with Nessus reports would be great. 

·  It is desired that there be specialized policies or setups for port 80 
(HTTP), port 25 (SMTP) and other common services. Maybe it would 
be reasonable to autodetect running services with each startup of the 
server and load the appropriate policies and signature-libraries. 

 
 

3.2. Criteria for Detection Technology 

3.2.1. Must Criteria 
·  Stateful Inspection (tracking connection state) requires 

o Fragment- and packet stream reassembly: 
§ Fragmented IP packets are reassembled correctly, even if 

fragments are sent out of order or with overlapping 
fragment offsets 

§ TCP segments that are sent out of order or with 
overlapping data are also correctly reassembled 

o The system has to be able to determine what packets belong to 
which session, so that unsolicited traffic can be detected 
(stateless attacks). Something equivalent must also be 
performed for stateless protocols, such as UDP and ICMP, i.e. 
the system is able to detect if such a packet fits into the context 
of the previous traffic. An ICMP echo-reply is detected as 
suspicious if no echo-request has been seen before. UDP 
packets that flow to a machine unidirectionally are also 
considered suspicious. 

·  Stateful Protocol Analysis3 for the most common application protocols  
requires 

o traffic normalization (prevents most evasion and insertion4 
techniques) 

o protocol decodes 
o detection of protocol violations (e.g. generic buffer overflows, 

unusual requests etc) 
·  The system must detect attacks in real-time, so that automated responses 

are possible (even if it is not recommended in general to use such 
automated responses). 

                                                 
3 [Frederick1]-[Frederick4] 
4 [PN98], [RFP] 
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3.2.2. Shall Criteria 
·  In order to mitigate the problem of ever growing signature databases, the 

product shall be capable of performing full 7 layer protocol analysis5, or 
at least some sort of anomaly detection. This is most important for stack 
based host IDSs (NNDISs) because on productive servers, the IDS must 
have little impact on the server’s performance. The more signatures are 
in the signature database, the greater becomes the impact on the server’s 
performance. Even if protocol analysis requires more CPU cycles for a 
basic installation, on a long term the hunger for CPU and memory 
resources increases more quickly for signature based IDSs. 

·  Import or integration of signatures of a free, open signature format shall 
be possible.  

·  Host based systems shall provide file-integrity checks (file tampering 
detection), e.g. by calculating MD5 checksums for important files that 
shall not be altered. 

 

3.2.3. Should Criteria 
·  Host based systems should also provide kernel level protection, i.e. 

detecting and stopping malicious system- and API- calls. 
 

3.3. Criteria for Response - Mechanisms, Reporting and 
Forensic Analysis 

 

3.3.1. Must Criteria 
·  The following response features must be provided by any enterprise-

wide scaling IDS that claims to be state-of-the-art: 
o SNMP traps, email alerts, pager messages, syslog messages 
o Realtime alerting messages on a central IDS monitor console 

·  In-depth backtracking in realtime or batchmode from the central 
console. The backtracking feature has to provide: 

o DNS name resolution 
o NetBios name resolution 
o IP addresses 
o MAC addresses 

·  The system has to be capable of logging suspicious TCP sessions 
completely, starting with the packet that triggered an alert. Stateless 
connections have no information about when a session is over, so the 
system has to be configurable to simply log a certain number of 
following packets with the same transport quad information (IP src/dst; 
UDP src/dst ports). 

                                                 
5 [Graham01] 
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·  The system has to provide in-depth drill-down capabilities, i.e. based on 

a comprehensive short message the user can dig into two or more levels 
of more detailed information. This information must be presented in a 
clear manner and include: 

o Source- and destination IP addresses 
o IP header data (flags and options) 
o Protocol (TCP/UDP/ICMP…) 
o Numeric source and destination ports or ICMP type/code 
o Application protocol (HTTP, SMTP, TELNET, FTP…) in text 

format 
o TCP header data (flags, options, sequence numbers) 
o Protocol decodes (as far as reasonably possible) 
o Payload (storage and display optional) 

·  The system’s GUI has to provide interactive searching and analysis of 
data from event databases for forensic analysis, e.g. comparing an alert 
to all other alerts that were generated by that source previously. This is 
very important for immediate correlation and later analysis. Thus, it 
must be possible to define the following search and comparison criteria 
for information retrieval: 

o Period of time or the exact time of the event 
o Name of the event 
o Source and destination IP addresses 
o Protocol (TCP/UDP/ICMP…) 
o Source and destination ports 
o Priority of the event 

 

3.3.2. Shall Criteria 
·  The system shall provide the capability of stopping attacks automatically 

through TCP reset (NIDS) or active blocking (HIDS/NNIDS), although 
the author does not recommend usage of such features in general. 
Automatic configuration of router access lists shall also be possible. 
The system should also provide an interface for triggering custom 
defined programs, scripts or other actions on certain events. 

·  The system shall also provide capabilities to let the security staff 
interactively perform the above mentioned actions: TCP reset, blocking 
and ACL update. This provides the personnel more control over 
response mechanisms, so that automated blocking can be deactivated 
and misconfiguration due to bad blocking rules is minimized. Of course,  
this will not be realtime. 

·  In order to give the security staff more time for a well-reflected response 
(which can also be to do nothing at all but watching and logging) HIDSs 
and Inline ID systems shall provide capabilities of slowing down 
suspicious connections. This could be a pre-stage before the security 
administrator finally decides to kill the connection or to decide that a 
false alert has been raised and the throttle can be released. 

·  All the above mentioned countermeasures shall be able to be activated 
or deactivated on a per rule (signature) basis. 
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·  The monitoring console GUI shall be designed in such a way, that even 

during high activity periods, individual events can still be selected and 
analyzed. It has been found during tests, that some systems refresh the 
screen too often during such periods so that the context menu 
disappeared before an item could be selected. Either the system shall 
provide a “ freeze”  function for that purpose or (preferably) it should 
simply increment a counter for events of the same type. 

·  Interoperability with other infrastructure components, such as routers, 
firewalls (for reconfiguration) and network management consoles has 
been demanded by many IDS customers in the past. The author’s 
opinion on this is that, being state-of-the art, this shall be provided by 
any decent enterprise-wide scaling IDS, but it has been proven that in 
real-life this is not as important as considered in the past. An IDS should 
not control the firewall and a network management administrator 
(infrastructure department) is not a security specialist in most cases. 
Also, most network management systems are not really designed to 
provide good intrusion analysis capabilities. 

·  The system shall provide support for correlation of data from several 
IDSs (NIDS, NNIDS and HIDS). This correlation should be done 
dynamically to minimize the chance of stale information which defeats 
this functionality. This means in detail: 

o    Portscans: which ports did the attacker scan and what method 
did he use? Which open ports did he actually hit and detect? 

o    Aggregation and correlation6 of sporadic events from different 
sources, for detection of extremely slow portscans and sweeps 
which probably used spoofed addresses 

o    Comparison of the type of attack with the services that are 
provided by the targeted system and software versions/known 
vulnerabilities for being able to determine, if the attack could 
be successful. 

o   Comparing analysis of events that are detected outside a 
firewall and inside a firewall. That way you can determine if 
the source of attacks that are detected on the inside has tried 
other attacks that were blocked by the firewall. This helps 
making a profile of the hacker. If you are seeing various 
portscans and scripted attacks outside and only some of them 
have actually passed the firewall, you can consider this a script 
kiddy with minor skills or automated worm activity (but do not 
underestimate the danger!). If the attack you detected on the 
inside was a dangerous one and outside you can see nothing 
more, you can consider this originating from a hacker who 
knows what he has to do in order to bypass the firewall 
without much noise. 

                                                 
6 [SHM] 
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3.3.3. Should Criteria 
·  Sending alerts via SMS (short message service) 
·  If the HIDS/NNIDS provides no file-integrity checks itself, it should 

provide an interface for Tripwire or similar tools. 
·  The system should provide printable reports of various degrees of detail, 

e.g. charts and graphs of high level information for executives 
o Number of attacks vs. type of attacks  
o number of attacks vs. priority/severity 
o time and date vs number of attacks 

In adddition, more detailed reports for security staff and administrators 
o Event names 
o Detailed event descriptions 
o IP address data 
o TCP/UDP port numbers or ICMP type/code 

·  Generation of trending-analysis reports 
 
 

3.4. Criteria for the Security of IDSs 

3.4.1. Must Criteria 
·  Communication between the IDS components (sensors, middle tier and 

management) must be encrypted. 
·  Strong authentication (via key exchange or challenge) is required 
·  The method of communication must not provide any information about 

type and version of the IDS in use, be it explicit (e.g. clear-text 
messages) or implicit (e.g. unique behaviour or patterns). Thus, it can be 
prevented, that a hacker exploits product/version -specific vulnerabilities 
or draws a map of the network parts that host IDS components. 

·  Network IDSs must behave stealthy, i.e. transmission of data via the 
sniffing interface is prohibited, unless it is configured intentionally (TCP 
resets could be transmitted by this interface, which is not recommended 
by the author). In order to achieve stealth, at least one of the following 
setups must be possible: 

o Configuration of the NIC (network interface card) without any 
IP address 

o Disabling TCP/IP for the NIC 
o Unbinding the NIC completely from the IP stack 

This is only possible, if the product provides its own capture drivers or if 
it has got an interface for the libpcap (winpcap) drivers. 
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·  Using active response mechanisms, such as dynamic firewall 

reconfiguration or TCP reset by the NIDS and active blocking by the 
HIDS/NNIDS is not recommended by the author, unless you know 
exactly what the possible consequences are and you decide that it is 
worth taking the risk for your individual deployment goals (you will 
have to check this for each signature that utilizes active response). 
However, if you are considering to use such responses, the following 
criteria have to be met: 

o Blocking has to work in such a way, that packets are silently 
dropped, without letting the hacker know what happened. 

o The protecting mechanism is only allowed to block those 
packets, that belong to the attack themselves, i.e. the packets that 
have been identified to be an attack or part of an attack. Such 
packets have to be identified via their signature. The following 
packets that belong to the attack but cannot be identified by a 
signature (because sometimes, only the first packets have a 
distinctive signature) have to be identified by IP address, port 
numbers (or ICMP type/code) and sequence numbers (for TCP). 
Relying solely on the IP address does not suffice and could be an 
invitation to DoS attacks. The author was able to DoS a NNIDS- 
“protected”  server by simply flooding it with spoofed packets, 
generated by “snot” , a testing tool for snort (although the 
vulnerable IDS was not Snort). The IDS blocked all spoofed IP 
addresses for half an hour by default. 

o Legitimate traffic must not be affected in any way. 
o TCP reset packets must not only spoof the IP addresses and TCP 

sequence numbers, but also the MAC addresses (for some 
operating system, this might not be possible). Otherwise a 
hacker could easily identify where the reset packet has come 
from, provided that he is on the same subnet (internal hacker), 
and focus his mind on this system. It should be considered that 
TCP reset packets can be easily ignored by the attacker if he uses 
a software package that filters such packets. Thus, the reset 
feature has to reset both client and server. Evaluations by the 
author yielded that TCP reset packets of one IDS contain the 
customer ID by default. If such features are provided by the 
system, it must be possible to switch this off. However, IDSs 
shall not have such features activated per default in the first 
place. 
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3.4.2. Shall Criteria 
·  If a component fails, it shall be restarted automatically and the 

management application shall notify the administrator that a problem 
has occurred. 

·  If communication between the components is interrupted, an alert shall 
be raised. 

 

3.4.3. Should Criteria 
·  It is desirable that the IDS automatically ask the administrator to renew 

keys and certificates after a preconfigured time interval (some months). 
·  It is desirable that the IDS provides help for hardening the operating 

system during install-time. 
 

 
 
 
Finally, as a rule of thumb, an IDS shall not have any potentially dangerous 
features activated by default. 
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